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1<°i,x e (Ei* e é2€1,— (Tiki Permission Check, TPC): 1<°1,x 1, xil"é°€ 1«<xxi(E"{s 621515° 1 +&3'1" 19”6°€
1TEiSx.

2012 é..., 101" 1D, (83, 1Z271'1§€1— 12" éY€em) é...81%1" *1eYaéioce 1i 1Z—1*"€©°, é"1e0e Tikil0 1—
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1. e°cels
Of, 8YEfsce 82€),~E2€ 81—t 8°€7
8§Ei*Y5 1,°1, 1 1, mit "8 "€6!-121™€ tiki-check.php 6°€ 1iE {eceémb© , {<°f,n 8Eisce 6261, ~E¥Ya
1,-180O1 i—— D1, 0e82,8°€ 1§"én—8ice {+78S” {EEIYal«eiSui...c0 8NEiccei— & €iece 1176°€ ifi, &, 1—1,,
8°0062-1"1—— 1 ce8E€Bice 12'6™1"6,81 1,1 *678,81 1,-1808 1"~ 12" 1Spé ém. 1<°1,n 8Ei*ce 6261, -i—
8EEiece 6TEiccel€ 1" ™1 10eV4bice 631 «6 1" 12°6+°8,” (FPT "€ SSH 6¥Y4 itpie"6+°8,” 6xé¥, 1%0"
16-Y48°01d,, itpie i—— 12€ 6° 1" {EE1Ya 1 ,1ti 1°,18”) "H€ {—1e "Eoe 1Smi-8!%AIS 6¥Y4 ftpie 1°°
12"1Spé< e, 1<°1,x 8 Eiece 82€1,-6S” 1<°1, ne¥Y4 11, 0082, 1fi—1, 08 1mi-%0iz & ° 10e,i* "1—— i- é-x {EE1Ys
icoeiSxi...oe 8NE ecel” 1o,18"1* i§€6¥Ya 1+ Ele,8, 8, ° ice,{*"1—— 1,-1§08& 17" 12" 1Spé< . 1" 8E e
1,0 oi€ 6...1SHe {e,18”6°€ I—1iSpé<écm, & & 16 ° e(Ee— 1— &-€i«"6S” &-€1+"62(E], e 1i*"icoeé£°8,"
{o,18"1— {—ie,{"€ 83'1¢" 8“+8 %ol— 1"1i 1o 1—— 1 ceiecel, &” 6'6+°8,” 8oe 66,81 1, ifi* 1" 12" 1Spé< éaxn.

—_

ic°f,n 8Nl e 82€1,-68S” {<°1, 1 1Z1< loeYaBieéT€1,° 6...81%1 1, (E@E1Ya 8E s - 1 00 xl,
i*(Eie,6,'€5"€° 1,miSOe 177 12" 1Spéém. 1'eéY~ieoe £2%i8°, IEE1LYs €TEiecel€ 1" 6™ lce¥aice
li°1"e"ex°¢,” ewe¥, {”,6iel 1S i—11 "fece i-"é-{ece €°0id, {tpie"1——1i°1 "€"1- 10 Y4€8(E {* © &< é«x.

{c°f, mE¥Y4 1,007« "8S78° 1«83 8¥Y41,~ISO1+ "8 °i— 8°€12¥ {7, 8!~{*ce 6°OId€ setup.sh i1 i, itpi+"&S”

€%f1z...6< é«x. (e%§ 1foeicee 1771 *)

171,01 e1"éce 89 ce é27¢

>

Bari-{oce 11,0082, 1,71 * 8° 1,~8i€8ice 1 {*"i—, TPCES” Bami-{ece 1, -1, 1 *i"6ce 8278 8", | ce&3pfe i—m
1,178%€ 6 8“m8%4 17'6™ (s 186 1—~BTEEYYA {™ o] {076, 8] {+ 08 Bx. 1" ~8°"8Y¥, 6278 (8"’

1o (B8 ni§EE2EE"60 ", 11 {o0e 82...8 1-"1™€ {+"8»" 1, mi1” 1$V48!i{S 6¥Y4 icmi-%ofs"8578° 1,-1308 1"
1771Sp8 6. 8, 17¥ 81 Eiece 6278, (2012-11-11 &9€1,° 1§78 ¥z "IE)

e insane

e mixed

e morepain

® MOTeOWITY

* pain

e paranoia

e paranoia-suphp
e risky

¢ shox

* WOITY

1%0" 1 ‘6-Ya 1—16mE0© ', 6TEiecel€ FTP i"1€ &xE¥, 6°01d—1"1e1—— 1,1 *8"1- e V4 {» © &< Ecx. 1°6S”
8§71€ 121—..1" & 1778, 12"i1Spé<"é«x, &, 1'1ce 6S” i-"é-n {EE1Y483Ya 1,008 (EE"”E Yooit &1 —&“mi’

106 °8°C8S¥ s 1o Vaie "ISEES(E, 198 °6°€ES¥e {0,1878°€ 1—16S” 82f6“mi€ 1“°6 ° 8 TEiecel” i£V4i- 18660~
107878 ° 8e(EE— 2.8 6. 1111 '6%80 ", 1'6Y~fece 1,0l 8" (17" &3pice 1", 1SkICE...)i" SUPHP 1>1i,0e62,
831" E¥Y41,1801s " 1—— 8NEiscel, 1e 1§Oiece &< 63, 81(Fi§E (81,80 1°6i1 ipoel ififoeé®€ ie,6A8€6%48,)
1,00 efe"8S” 821" 111%0 482 876S” 82fi7...8< 8.
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{c°f,n 8 E{s0e 82€1,-8S” 1S & {-i— 1 0283 EO° 6...8! %A1 siceVaéice é«xid Eiced“ce & 1" 12"1Spé< é«x.
Tiki10 &, &7€i—8, 1 e83pé ©8< " éx (2012-10-22 11>, 87€1,,°). &...81%1" 82,1 1€ i<°{,xi” &, 1-"6- {0
62,1 ,8%48, 12'6™1, 1+ &iz...8< 6 (I, 12— 171, 11€ 126 ™1, {* 1+ Vale0pémé® 63783 1271Spué< éx) 83,
711861 {+"6<1—, 1*EIEE 62,1 ,17 12767€6™1- " 12"i1Spé< éx.

€°€17¥ 1poelc €2,1 17 1%2"€"0e€S” éwmi(E ice,it"1— 12"1Spé e

¢ https://svn.code.sf.net/p/tikiwiki/code/trunk/permissioncheck/
¢ https://svn.code.sf.net/p/tikiwiki/code/branches/11.x/permissioncheck/]
¢ https://svn.code.sf.net/p/tikiwiki/code/branches/10.x/permissioncheck/]
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2. i<°l,x é9NEiece é2€1,~ (™oel,£i™" €° &1,i™ecel,xi™" i{*"¢é,

onxn

ix18"{ece 6 1 008S” {<°], B Eioce 82€1,~E6¥Ya i™cel, i~ &° 81,i™cel, £i™” {¢"6S” 82fiz...8 "é«x.
fo,18"{ece 1 *83 6¥Y41-"8“1-"100V48© , 81,i™ 0el, £1™"{¢"8S” 621, 6°& ¥ 17”1200l ©6< 6«x, 1'8S” 62féat
fe™10e,8”"6 %ol,°6!—&“m " {...EiSniS, 6201 ice¥séioe1,i— 18 ° 6°€ESH 62(E 1,1 6”6 0° {EEIVaé “ni”
itEice e ( (user/group)l EECINT—E%E €... 1Tee e ° & (Ee—glz...e< g« (1+"1§€E8(E, 1>1, 0062,1"

1,00 ei— 87°8%, 8°€8S¥{+ 88O " htaccess &2'{" 6¥Y41,-1801+ 178, 12 ice%aicx 82iZ...8< éxr).

2.1, i<°,x éYEiece &2€1,-E¥Y4 %0 1—i,02 1'1S©

sh (I"4€ bash, dash) i™€ &°™i€ 1%o0"1, 1,-18©fe " 1—— {<°f,m 6= 1,0e 6£71S 1— i7"6S”
prepare permissioncheck.sh iSui—6!%1S 6¥Ya icri-%ofe “idcei™x.

2.1.1.1Su{—81%(S, 8YEiece i, xi »
i<°f,mi” 8- 1,08 6£71S 1— 12"1@E:
chmod 600 prepare permissioncheck.sh

\

2.1.2. htaccess éqEiece 1,xi *

i, pi” 8= 1,08 6£71S 1— 12"1(E:

chmod 644 permissioncheck/.htaccess

€§(Ei*'. .htaccess 1’ 1i iz—i*"1§€E8CE 1>11,0062,i—1,00 1%41, 1" 1—Témé© ', é— 1 ee’€ é°ceific 1°7¢,
12 1Spé< é«x.

178S” {c°f, n 8Eiece 82€1,-8°€ 1%0" 1SHi—8!%1S 1— i"{e " i—— {™oel, £i™” {"1€ &!,i™cel, £i™"” &
Ee(EE§ e 1§,1-%0e © &< é«x, &- eY-e €eime e(EE€ETEET, 1™ 62%418°, 17" é™ieVaéice 1§, 1-%ol® 1¢,15"6°€

i—tiSpé< é«x.
2.1.3. 1%o0"1,, itpie"i—= i™oel, £i™"

{<°f,mi” 8- 1, 8£7(S 1— 12"\
sh prepare permissioncheck.sh enable

2.1.4.1%0"1,, itpie " i—— &%,i™cel, xi™"
{<°f,mi” 8- 1, 8£7(S 1— 12"\
sh prepare permissioncheck.sh disable

2.2. i<°[,x é9Ei*0e &2€1,—E¥Y4 FTP é¥Y4 ituie " 1——1,71S©

%o" 1 ‘6-Val  i—H" 8NEiecel, 1,m *{+"8S” 82fi€ 1%o0—1S" 82fi" iv,E<™& 6. 1§61— IEEiV4 8E i cel,,
1,00 efe78% 1—...8ice6"008¥Y4s {e"8+°8,” FTP&¥Y: itpie "i—— {E@IY4l, 1,00 oie 177 12" 1Spé 6 (8 82%4i8°
627¢": enable/disable). 117é°€€ice 1<°1,x eN(Eisce 62€1,~E6¥Y 1™ el,, x1™"” i+ é né® "’
permissioncheck/yes.bin é¥Y4 permissioncheck/permission granted.bin €ice é%pi,—ie"é3
el,i™oel,x i*"é né© permissioncheck/no.bin é¥1/4 permissioncheck/permission granted.bin éice
€%, ie i——ieVa ie ©6< 6, (&' 62%41S° 276" é-, 1, FTP éice é«xi(El, i—...6iceé“0e i* ©é< é«x
permissioncheck/permission granted.bin).

s



https://svn.code.sf.net/p/tikiwiki/code/trunk/permissioncheck/
https://svn.code.sf.net/p/tikiwiki/code/branches/11.x/permissioncheck/%5D
https://svn.code.sf.net/p/tikiwiki/code/branches/10.x/permissioncheck/%5D

2.2.1. FTP chmod é¥%a itpiece 1%&€°" i,xi

chmod 755 permissioncheck

chmod 644 permissioncheck/check.php

chmod 644 permissioncheck/functions.php.inc

chmod 600 permissioncheck/ htaccess

chmod 644 permissioncheck/.htaccess if it exists

chmod 600 permissioncheck/.htpasswd

chmod 644 permissioncheck/index.php

chmod 444 permissioncheck/no.bin

chmod 444 permissioncheck/permission print.php.inc
chmod 644 permissioncheck/permission granted.bin
chmod 644 permissioncheck/permission granted.php.inc
chmod 644 permissioncheck/usecases.php.inc

chmod 644 permissioncheck/usecases.txt

chmod 444 permissioncheck/yes.bin

htaccess eéf(Eiece 1,11 ®

6§Ei*Ys i<°1,x e (Eiece €2€1,-€°€ permissioncheck/ €, é1€1" & ,°1i'1" .htaccess i— 1"i*"1——

831" BeéwBO ’, {<°fm & 1,08 6£71S i— ExiCEl, {™ 1 {* 1dccei™x:

chmod 644 permissioncheck/.htaccess

€§(Ei* .htaccess €°€ 1i '1z—i*"1§€E8(E 1>11,0e€2,1—1,,08 1%1-'€“xi%a 1" i—téwme© *, €— 1 e’ é°ceifie
1"78, 12"1Spé< é«x.

2.2.2. via FTP chmod é¥¥% ituie " i—- i™cei,xi™"

permissioncheck/new htaccess é¥% (12,117 €, iS©imeY4éice) ifl, £, permissioncheck/yes.bin €¥Ya
permissioncheck/permission granted.bin i— é%pi,—i*"é% &' éwxti—...8iceé“ce, éxi(Ee3% 6°™1" FTP
1,00€62,1—1,0e IEEYa eTEis e e3€62Ya:

chmod 644 permissioncheck/create new htaccess.php
chmod 777 permissioncheck/insane

chmod 777 permissioncheck/insane/check.php

chmod 700 permissioncheck/mixed

chmod 660 permissioncheck/mixed/check.php

chmod 705 permissioncheck/morepain

chmod 606 permissioncheck/morepain/check.php

chmod 705 permissioncheck/moreworry

chmod 604 permissioncheck/moreworry/check.php
chmod 666 permissioncheck/new htaccess

chmod 701 permissioncheck/pain

chmod 606 permissioncheck/pain/check.php

chmod 770 permissioncheck/paranoia

chmod 600 permissioncheck/paranoia/check.php

chmod 701 permissioncheck/paranoia-suphp

chmod 600 permissioncheck/paranoia-suphp/check.php
chmod 775 permissioncheck/risky

chmod 664 permissioncheck/risky/check.php

chmod 701 permissioncheck/worry

chmod 604 permissioncheck/worry/check.php

2.2.3. FTP chmod é¥Y4 ituie " 1—— ét,,i™oel, £i™"

permissioncheck/no.bin é¥%: permissioncheck/permission granted.bin €ice é3ui,—is"é3
i—...6iceé"ce, FTP 1,0e62,1—1,0e é«xti(EE3Y2 €°™1" €Y (Eiece 1,11 » €3€62Y%4:

chmod 000 permissioncheck/create new htaccess.php

chmod 700 permissioncheck/insane

chmod 600 permissioncheck/insane/check.php

chmod 700 permissioncheck/mixed

chmod 600 permissioncheck/mixed/check.php

chmod 700 permissioncheck/morepain

chmod 600 permissioncheck/morepain/check.php




chmod 700 permissioncheck/moreworry

chmod 600 permissioncheck/moreworry/check.php
chmod 600 permissioncheck/new htaccess

chmod 700 permissioncheck/pain

chmod 600 permissioncheck/pain/check.php
chmod 700 permissioncheck/paranoia

chmod 600 permissioncheck/paranoia/check.php
chmod 700 permissioncheck/paranoia-suphp
chmod 600 permissioncheck/paranoia-suphp/check.php
chmod 700 permissioncheck/risky

chmod 600 permissioncheck/risky/check.php
chmod 700 permissioncheck/worry

chmod 600 permissioncheck/worry/check.php

3. éYEie0e é°ceis”: 1771 ce
http://example.org/permissioncheck/
http://demo.tiki.org/pd/permissioncheck/

http://demo.tiki.org/10x/permissioncheck/
http://demo.tiki.org/trunk/permissioncheck/

3.1. i<°,x é9Ei*ce é2€i,— 1,7ISO©{*"¢,°

17317 {<°f m i, mit™ 82%48ice /permissioncheck/ é¥Y4 6°©é— {+"8© TPC 60”1, {Z"1'18€6¥Y4 63" 62(E &
€%fiz...6<"é«x. 1oe,1” 171 oel—1i,,0e example.com €,6©"1 1, &-€i*"1" €,6©"1 1oeYaéioe épi% e id«cel n,
{771'1§€6°€ 1782fi€ 61,i™cel, +1™” 6"1- 12" 1Spé<é«x 61483 6§{e"60 ", {™cel, +{™ " 6¥Y4 { 1fY4l..." 1+ V4
fe@8 6. 1'6Yiece 8Eis0eé “ni— EEE s I—— 6278 8YE e 276 ,1,i5017, &- é£f! &° {(EEIYa
EYEiee i 83 i——ieYaie"60@°, 1" 8278 1" 1z'é™], {» &2fi i§€ 1I——ET€1— 6E€iece {ZEIS &, &3 1——1Ys

’ \ 7 v/

fe©ecem. iz'é™], 1 €2f e°™i€ 627¢ e2...1, €, °6ile "é1dccel ™ n. D,1— 1+ ,18"{+"€2(E € €2fiz...e< é«x

/7 o/ N Ve N N\ "m g Ll Ve o\N AN - /7 \ \N Vv Ve ~N N o
4. i<°l,x efEiece e2€1,—eiccet€l, 1 |1 *e3” [,7IsOie e,
4.1.1%0" 1 'éYa
{<°f, 0 £71S | 8”78 %o, 8! ~éioe 8°€1,ce 1,mi1” ISui—8!AIS e¥Yaizé™{s 8%fi2"8Y% 63'1°8S” 6276 éa... in’
1e76,"1™€ {¢"&»" 1«xti-%oie® "idd<oel n:
sh setup.sh $model
i—=eé %1, 0e $model €¥% ice,il— ii-"ét"icevai< €*fioe%aéioe epi?'ie " 1dccei™m. 1" 6276 1" i—ni 12" 12'é™1+"1§€
12SES"éxe© ", ¥, 6*fioeVabioe 1«opé,i* il ™. 12'6é™i*"6S” 627¢ 1" 1—téxéO© ', i+7¢,"1"© &2"e°"iv,,
E°€E0O° 6276" 1,71, 1 *1"60e 6276, ,6"xi, 1coee, 1 €3icee® 62°63716¥Y4 i§€1%a0eé3 idcel
AT a s 1\ V4
5. setup.sh i” &2...é -
5.1.1%&°" é2...é 1j-~
e default
e menu
e nothing

5.2.1 ity é2...é -
o fix
e open

5.3.1,71,1 *i"éce é27¢ é“x

e insane



http://example.org/permissioncheck/
http://demo.tiki.org/pd/permissioncheck/
http://demo.tiki.org/10x/permissioncheck/
http://demo.tiki.org/trunk/permissioncheck/

morepain

* MOTEeWOITY

* pain

paranoia

* paranoia-suphp
risky

¢ shox

* Worry

5.4.2. 151" 8”& %ol, &}~ (b1, 0082, 1"°8 ° | ‘&%)

e sdgmw
e sdgpw
e sdomw
e sdopw
e sdumw
e sdup<

6. 1,7ISO©I1Z I1§€1 *€ce 1,7ISO 1Y€1"1SKH

621483 : 17763 "17i—e2(EeS” 8 (Eiz¥e"i§€ i°SiSpééx

7,117 1,718 012 1%€1 1Sné°€ 1178°€6 1"~ 12" 1Spé< éx. 1'8S” 36«83, 8%V ftpie"1—— &! 6¥ 8% 1%0%282E
"6£71-"1§'6< e

1) 1,-18© 1¥4€1'iSneé2.. i, 1 «i"{«"63 1" 1é!,1, 1,006 (EE””& %ol,°6!— permissioncheck/ 1" 6°1—1’
178!, 1evaéice 8”76 %ol, 6! ~E¥Y4 1976°€i«"83 permissioncheck/check.php é¥Y4 if" 1,~i§©i% 1%4€1 1Sx
1,006 (EE""é %ol, °€|-€ice &%, ~i* el ™,

2) 8i§,62¢1" 1,008 ,(EE""& %ol, 6| 126 ,° (&,°83,) éMEi* oo, 81§,6%°1" 1,008 ,(EE""€ %oi,°6!— 1796 °
eMEisce é° 81§, 621" iEEIY21"°€ ,° éEiscei, 1 *17i* "i<i<oel . A-+permissioncheck/usecases.bin+- i—
1'8!,63%a 69 (Eiecel, i%008i i0eVaéioe u—eY,ie"1—— 19"6°€ie "idoei x. ix, 669€EY,i—1,0e 1i°i«—i* "idieix,
ie {”E (CR) &34 102"6,18° (CR+LF) éS” i+ 1§ i<oei—"1+"i§€ 1eSie"1Spé< é«x.

[ —




3) 1,-18017 V461 1Sné¥Va {<°f,xi” 1 Y4 8”& %of, 6!~ &, 87€1" setup.sh i— 1178°€{s "id«cel n. 1f Y
{”,8iceé: 82" &, 89617 1Sni-8!%41S 1~ 6§"1§€68%0 69€69,: copy the line php) permission via php check
i im,d, 8%pl, e i (i im,i—1,0e [ 1 %4ES(E [+ ©6<"écxt) 1«celz{e"8S” php) 6¥Y name) iceVaéice
epi2'ie"id<oel ™ m, i——e,°%,0e name i€ ioe,i” 1)i—i,ce i, ifisce €%fiz...e< é«x.

7.

é’€e " I»l...l

2

https://dev.tiki.org/Permission+Check

1,062, 6%€1,-

htaccess
https://dev.tiki.org/How+to+avoid+direct+access+of+a+file d



https://dev.tiki.org/Permission+Check
https://doc.tiki.org/Server-Check
https://doc.tiki.org/htaccess
https://dev.tiki.org/How+to+avoid+direct+access+of+a+file
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